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RASP based Web security detection method
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Research Institute of China Telecom Co., Ltd., Guangzhou 510630, China

Abstract: At present, the traditional Web security detection methods act on the input and output of the program,
which can not prevent malicious code entering the program after being distorted and confused, and it is difficult to
meet the new requirements of Web application security protection. Based on the in-depth analysis of the risk of tradi-
tional data flow monitoring methods, combined with the technical characteristics of rasp, a Web security detection
method based on rasp was proposed. The rasp probe was embedded in the parameters of authority discrimination func-
tion, system command execution function and database operation function in Web application, and the change of data
flow was detected in real-time at the code interpreter level. This method was implemented based on Java language. It
was proved in the laboratory that this method is better than the traditional Web security detection method in accuracy and
detection time. Finally, the deployment and application scenarios of this method were analyzed and proposed.
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public class TestVisitor extends ClassVisitor {

super(Opcodes.ASM5, classVisitor);

}
@override
if (HENB|FEOE R LG TFishack) {

BN LN K TestvisitorAdapter;
IR a5

public TestVisitor(ClassVisitor classVisitor,String className) {

public MethodVisitor visitMethod(int access, String name, String desc, String signature, String[] exceptions) {

4 ERHEERREL ishack HIFHAIREN

super(api, mv, access, name, desc);

public class TestVisitorAdapter extends AdviceAdapter {
b protected TestVisitorAdapter(int api, MethodVisitor mv, int access, String name, String desc) {

b }
@0verride
b protected void onMethodEnter() {
i BREFA;
¥itaHsqlFilter 0, KR R I 7 W 5N B S0 EAT I3
if(REIRSESERAE) {
NAEF#tjava/sql/SQLExceptionF H R IR;
SE N FHHRNS B iplease stop hacking !11;
NHERAHER;
}
}
}
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= public boolean filter(Object sql){
boolean ret=false;
HBIRH NG T
E X FETIER G FTT;
if(LESRAE) {

BEEHEL Rret = ture;

}
BEERret;
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&« C Y @ localhost:3081/firstDemo/Login

HTTP Status 500 — Internal Server Error

370 Exception Report
Tren e Servlet execution threw an exception

[Exception

Root Cause

java. =gl. SQLException: please stop hacking!!!

The server encountered an unexpected condition that prevented it from fulfilling the request.

Jjavax. servlet. ServletException: Servlet execution threw an exception
org. apache. tomcat. websocket. server. WsFilter. doFilter (WeFilter. java: 52)
com. javaweb. javaWeb, filter. EncodingFilter. doFilter (EncodingFilter. java: 19)

" T . . = 2. izhack (RASF_Process. java)

com. javaweb. javaWeb. dao. impl. UserDacImpl. login(UserDacImpl. java: 207

com. javaweb. javaWeb, servlet.LoginServlet. doPost (LoginServlet. java: 28)
javax. servliet. http. HttpServlet. service (HttpServlet. java: 660)

jawvax, servlet, http. HttpServlet, service (HttpServlet. java: 7410

org. apache. tomcat. websocket. server. WsFilter. doFilter (WeFilter. java: 52)
com. javaweb. javaWeb. filter. EncodingFilter. doFilter (EncodingFilter. jawva: 19)

[[E The full stack trace of the root cause is available in the server logs.
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